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Immune Building Motivation
At Least 5 Die, 500 Hurt as Explosion Rips Garage Under World Trade 
Center, Bomb Suspected In Midday Blast,Thousands Flee 
The Washington Post, February 27, 1993
NEW YORK, Feb. 26 -- An explosion, possibly caused by a bomb, ripped through a hotel
parking garage beneath the World Trade Center this afternoon, killing at least five people, 
injuring more than 500 and causing a frantic midday evacuation of tens of thousands

At Least 5 Die, 500 Hurt as Explosion Rips Garage Under World Trade 
Center, Bomb Suspected In Midday Blast,Thousands Flee 
The Washington Post, February 27, 1993
NEW YORK, Feb. 26 -- An explosion, possibly caused by a bomb, ripped through a hotel
parking garage beneath the World Trade Center this afternoon, killing at least five people, 
injuring more than 500 and causing a frantic midday evacuation of tens of thousands

Bomb Kills Dozens in Oklahoma Federal Building
Washington Post, April 20, 1995
OKLAHOMA CITY, APRIL 19 – An apparent terrorist car 
bomb exploded outside a federal office building here today, 
collapsing the north face of the nine-story concrete building, 
injuring hundreds of
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collapsing the north face of the nine-story concrete building, 
injuring hundreds of

149 Confirmed Dead in Embassy Blasts 
The Washington Post, August 07, 1998
NAIROBI, - As rescue crews dug and chiseled their way 
through tons of concrete today to reach at least two people 
buried alive in the rubble beside the U.S. Embassy here, the 
death toll currently 149. 

149 Confirmed Dead in Embassy Blasts 
The Washington Post, August 07, 1998
NAIROBI, - As rescue crews dug and chiseled their way 
through tons of concrete today to reach at least two people 
buried alive in the rubble beside the U.S. Embassy here, the 
death toll currently 149. 

THE WARSHIP EXPLOSION: BLAST KILLS 
SAILORS ON U.S. SHIP IN YEMEN 
New York Times, October 13, 2000
ADEN, Yemen, Friday, Oct. 13 - An American Navy 
destroyer refueling in Yemen was rocked by an enormous 
explosion on…

THE WARSHIP EXPLOSION: BLAST KILLS 
SAILORS ON U.S. SHIP IN YEMEN 
New York Times, October 13, 2000
ADEN, Yemen, Friday, Oct. 13 - An American Navy 
destroyer refueling in Yemen was rocked by an enormous 
explosion on…

The Bombing at Khobar 
The Washington Post, June 27, 1996
A terrorist truck bomb in eastern Saudi Arabia has claimed the lives 
of 19 Americans, all serving in the U.S. Air Force, and has wounded 
dozens more. The familiar words come to mind -- shameful, cowardly 
-- but they do not ease the families' grief nor make…

The Bombing at Khobar 
The Washington Post, June 27, 1996
A terrorist truck bomb in eastern Saudi Arabia has claimed the lives 
of 19 Americans, all serving in the U.S. Air Force, and has wounded 
dozens more. The familiar words come to mind -- shameful, cowardly 
-- but they do not ease the families' grief nor make… The Pentagon – damage from 9/11/2001The Pentagon – damage from 9/11/2001

U.S. Attacked; Hijacked Jets Destroy Twin Towers and 
Hit Pentagon in Day of Terror
New York Times, September 12, 2001
It kept getting worse. The horror arrived in episodic bursts of 
chilling disbelief, signified first by trembling floors, sharp eruptions, 
cracked …

U.S. Attacked; Hijacked Jets Destroy Twin Towers and 
Hit Pentagon in Day of Terror
New York Times, September 12, 2001
It kept getting worse. The horror arrived in episodic bursts of 
chilling disbelief, signified first by trembling floors, sharp eruptions, 
cracked …

• Force protection remains a significant technical challenge.
• Buildings are a major target for attack:

– Visible target for anti-US sentiment.
– Military bases are critical to operations, including staging and power projection.

• Future attacks may use bio or chem weapons in place of explosives.
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Immune Building Program Overview

Threat: • Focus is on protecting military buildings from:
– attack by chem or bio warfare agents;
– external or internal release.

• Make buildings far less attractive targets.

• Reduce effectiveness of attack via active and passive 
response of HVAC and other infrastructure 
modifications (neutralization, filtration, etc.).

• Protect human occupants:
– stop/neutralize agent before 

it reaches humans.
• Restore building to function, 

quickly:
– decontaminate effectively.

Focus is on 
internal attack
Focus is on 

internal attack

Goal:

Approach:

Objectives:

• Preserve forensic evidence.
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BWD Response Timeline

Consequence 
Management

EVENT

Dynamic 
Response

Vaccines

Intelligence 
& 
Warning

The Immune Building
program will initiate 
active defenses during 
the attack, to reduce 
agent spread and/or 
agent lethality.

Diagnostics & Therapeutics
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Notional Systems Architecture

NormalNormal
OperationOperation High-efficiency

filtration 
(proliferated)

Safe?Fast trigger 
sensors

Yes

Maybe not

Possible Possible 
AttackAttack

In-duct
neutralization

Airflow
diversion

Backup
filtration

Confirming sensor
No

Yes

Safe?

ConfirmedConfirmed
AttackAttack Move peopleNeutralize at source

PostPost
EventEvent Decontamination Forensics
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Immune Building Program Components

• Toolkit:
Validated software-based planning tool to:
– assess building threat/vulnerability
– assess effectiveness of protection 

systems options

• No validated capability exists to design 
and optimize future building protection 
systems.

• Demonstration
– Active protection system demonstrated 

in operational building

• Active chem/bio building protection has 
never been used in an operational 
military building.

• Integrated System Experimentation
– End-to-end systems analysis and 

full-scale experimentation

• Active-response building protection has 
never been demonstrated.  

• Data and models to fully and confidently 
perform systems trades and systems 
evaluations do not exist.

• Technology Development
– Component development and testing

Challenge Program Component
• Many enabling components and 

technologies do not exist today.
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Immune Building Schedule

• Technology 
Development

• Integrated System 
Experimentation

Initial
Prototypes

Exp’t

Advanced
Prototypes

Design

Testbed

Baseline 
System

Build

Design/Build Demo

Test

FY05FY04FY03FY02FY01

Advanced
System

• On-site 
Demonstration

• Toolkit
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Technology Development

NeutralizationFiltration
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Decontamination 

Photosensitizer Solution

Spray

Spore
Surface

P IS
Physical Sciences Inc

O21∆O21∆

Diode laser
Illuminator

Y2 Ultra-
Filters

7 K V  charge

1 µm  particles

30 µm  filter

Foster-MillerFoster-Miller
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Return-Air Filtration

Foster-MillerFoster-Miller

Used:
• Normal operation

Goal:
• High-efficiency 

agent capture at 
return vent

• Pre-filter
• ULPA filter
• Carbon fiber mat
• Small blower

Approach:

Ceiling grid

2. Contam-
inated air
into filter

1. Agent 
aerosolized

Electrical Connection
And local switch

Unit Blower

Pleated
Carbon
Filter

ULPA
Particle
Filter

3. Filtered air 
into return plenum

Air enters room
through diffuser

Contact: David Walker, dwalker@foster-miller.comContact: David Walker, dwalker@foster-miller.com
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Pulsed Ultraviolet Light

Goal:
• Ultra-high kill of

BWA in ducts (> 107)

Used:
• Precautionary mode

• High peak power, 
short pulse UV 

• Efficient production 
of UV

• Durable, long-
lifetime emitter

Approach:

Cs Cp

L L

Insulator
Backplane

Electrode

Electrode

Surface
Discharge
(plasma)

Light

Switch

Planar Surface Discharge (PSD)
UV Sources

Air F
low

UV Emissions

UV Emissions

000 000

Poster 
Session

Contact: Wayne Clark, wayne@novatroninc.comContact: Wayne Clark, wayne@novatroninc.com
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In-Room Neutralization

Contact: Cecelia Williams, cvwilli@sandia.govContact: Cecelia Williams, cvwilli@sandia.gov

Goal:
• In-room knockdown and 

neutralization of agent

Used:
• After confirmation of 

attack

• Create large droplets 
using biocidal liquid

• Droplets capture and kill 
aerosolized agent

• Recondensed liquid 
collected for disposal

Approach:

SPRAY HEADS

SANDIA
DECON

PUMP

FLUID FLOW
VALVE

CONTROLLER

Contaminated
Room
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Decontamination (Fumigation)
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Chlorine Dioxide + Nitrogen

Cl +   2NaClO 2ClO +    2NaClCl +   2NaClO 2ClO +    2NaCl2 2 2

Goal:
• Decontamination of  

difficult-to-reach 
surfaces

Used:
• Post-event remediation

• Seal building
• Raise humidity
• Generate Cl02 on-site;

fumigate
• Scrub Cl02 from air

Approach:

C
LO

 C
on

ce
nt

ra
tio

n 
(P

PM
)

Exposure Time (hours)

Explosive limit

Incipient collateral damage

Virus kill

Odor threshold

6-log spore kill

Contact: Dino Sofianos, DINO.J.SOFIANOS@saic.comContact: Dino Sofianos, DINO.J.SOFIANOS@saic.com
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Decontamination (Gamma Radiation)

Contact: Don Puffer, DPuffer@orionint.comContact: Don Puffer, DPuffer@orionint.com

(Note: Approach not cost 
effective in this application)

• Place radioactive source
(e.g. 60Co) in buildings

• High-energy gamma
radiation penetrates 
walls, breaks DNA 
strands on contact

Approach:

Goal:
• Decontamination of 
difficult-to-reach
surfaces

Used:
• Post-event remediation
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Immune Building: Notional Systems 
Architecture

NormalNormal
OperationOperation High-efficiency

filtration 
(proliferated)

Safe?Fast trigger 
sensors

Yes

Maybe not

Possible Possible 
AttackAttack

In-duct
neutralization

Airflow
diversion

Backup
filtration

Confirming sensor
No

Yes

Safe?

PostPost
EventEvent Decontamination Forensics

ConfirmedConfirmed
AttackAttack Move peopleNeutralize at source
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What is Success? 
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Integrated Systems Experimentation Team

• Bechtel National, 
Inc.

• SAIC

• Lockheed Martin/NESS 

• Bechtel Nevada @ 
DoE (NNSA) 

Nevada Test Site

Contact: David O’Flynn, DKOflynn@bechtel.comContact: David O’Flynn, DKOflynn@bechtel.com
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Integrated Systems Experimentation Team 

Fort McClellan, Anniston, AL

• Battelle

• Auburn University

• Ensco, Inc.

• Fidelity Engineering 
Corp.

• University of Missouri
• Gage-Babcock

& Associates

Contact: James E. Risser, risserj@battelle.orgContact: James E. Risser, risserj@battelle.org
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Immune Building Demonstration

Implement, optimize, and demonstrate a full-scale 
building protection system at a US military site

• FY03: Site selection

• FY04: System design and 
testing; on-site 
characterization

• FY05: Demonstration
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Grid
generation

Contaminant 
transport 

calculation

Generation 
of initial, 
boundary 
conditions

Automated
functions

User 
input

Building
definition

Attack 
scenario 
definition

Post
processing

User 
output

Manual
functions

Toolkit Goal



021029_AA_ColPro 2002 21

Source Location (Ambiguity) Model

• Select sensor laydown
• Run transport model
• Determine sensor response
• Identify possible release

locations
• … (Select HVAC response)

Contact: Jeff Piotrowski, piotrowski.jeff@ensco.comContact: Jeff Piotrowski, piotrowski.jeff@ensco.com

Goal:
• Location of source, based
on sensor output

Used:
• Toolkit (planning)
• Real-time response
Approach:

Poster 
Session
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Other Contacts

DARPA:
•Roger Gibbs, DARPA PM, rgibbs@darpa.mil
•George Thompson, lead SETA, george.thompson@anser.org

Government Team:
•John Thompson, IB COR/Gov’t lead, thompsonjr@nswc.navy.mil
•Paul Howdyshell, CERL, Paul.A.Howdyshell@erdc.usace.army.mil
•Don Brunner, ATFP PM, brunnerde@nfesc.navy.mil
•Gerald Doddington, ColPro, gerald.doddington@tyndall.af.mil
•Rich Heiden, PDC, Richard.L.Heiden@nwo02.usace.army.mil
•Glen Moore, Toolkit lead, MooreGR@nswc.navy.mil
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